
CRYPTO RANSOMWARE PREVENTION TIPS

1) Update operating system which includes bug fixes , patches and 

security updates.

2) Disable Remote Desktop Services unless you use it.

3) Cryptolocker Enters via Trojan Pdf.exe file , You can configure 

mails to filter all .exe attachments

4) Disable files running from AppData\Loca;AppaData folder in 

windows.

5) Use Third Party Cryptolocker prevention Kits

6) Backup Data Regularly.

7) Use reputed anti virus software.

8) DO not Boot from infected PC , Do not copy /Restore backup / 

Format OS ------- Very Imp.
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9) Do not run any utilities or Data Recovery Softwares.------ Very 

Imp.

10) Remove Hard Disk immediately & make a forensic clone / Image 

first

Contact  us - support@datarecoverypune.net (mailto:support@datarecoverypune.net) , Mobile -+91 

9822063827 , WWW.Datarecoverypune.net (http://www.Datarecoverypune.net)
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